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(54) Compact transparent dongle device 

(57) A compact hardware key lor protecting soft- 
ware executing on a computer is disclosed. The hard- 
ware key uses a two piece insulator design in which 
each insulator piece provides a double layer insulator 
body for protection from tampering. Insulator areas for 



electrically isolating I/O connector pins, and an integral 
circuit board support portion tor securely nrraunting the 
circuit board assembly. The compact hardware key also 
comprises a unique coaxial ty displaced interrupt pin 
structure. 
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Description 

BACKGROUND OF THE INVENTION 
Field of Invention 

[0001] The present invention relates generally to de- 
vices for preventing unauthorized use of software pro- 
grams, and in particular, a compact, transparent dongle 
device especially suitable tor use with laptop or note- 
book computers. 

Description of Related Art 

[0002] In the last decade, the use of personal com- 
puters in both the home and office have become wide- 
spread. These computers provide a high level of func- 
tionality to many people at a moderate price, substan- 
tially surpassing the performance of large maintrame 
computers of only a few decades ago. This trend is fur- 
ther evidenced by the increasing popularity of laptop 
and notebook conriputers. which provide mobile high 
performance computing power on a mobile basis. 
[0003] The growing use of computers has resulted in 
extensive unauthorized use and copying of computer 
software, costing software developers substantial reve- 
nue. Although unauthorized copying of computer soft- 
ware is a violation of the law, the widespread availability 
of pirated software and enforcement difficulties have 
limited the effectiveness of this means of preventing 
software piracy. 

[0004] Software developers and computer designers 
alike have sought technical solutions to attack the prob- 
lem of software piracy. One solution uses an external 
device called a hardware key, or "dongle," coupled to an 
input/output (I/O) port of the host computer. One such 
device is disclosed in U.S. Patent No. 4,599, 4B9, issued 
to Cargile on July 8, 1 9B6. The Cargile device executes 
a prescribed algorithm to produce a code which the 
computer receives and affords access to the software 
code if the code is correct. Another such device is dis- 
closed in U.S. Patent No. 4.446,51 9, issued to Thomas 
on May 1 , 1 984. 

[0005] While the use of hardware keys is an effective 
way to reduce software piracy, currently available hard- 
ware keys are ill-suited to today's laptop and notebook 
computers. First, current designs too bulky or improper- 
ly shaped to be attached directly to the computer I/O 
port. This necessitates the use of a separate I/O cable 
to be attached to the computer These separate cables 
require that the hardware key be removed from the com- 
puter before storing it in its case, and increase the prob- 
ability that the hardware keyorthe interconnecting cable 
will be damaged. Separate I/O cables also increase the 
probability that I/O messages relating to the security 
software routines implemented in the hardware key will 
be intercepted and perhaps bypassed by an unauthor- 
ized software user. 



[0006] /Mother problem with current hardware keys is 
that they occupy a computer I/O port, and prevent that 
port from being used for computer peripherals, such as 
printers, scanners, and other I/O devices. This is espe- 
5 cially problematic for laptop and notebook computers, 
because they typically have a fewer I/O ports than desk- 
top computers. Still another problem with current hard- 
ware keys is that they are costly to produce, effectively 
limiting their application to protect high value software. 

70 

SUMMARY OF THE INVENTION 

[0007] There is therefore a need for a secure, com- 
pact dongle which can be directly attached to notebook 

IS and laptop computers, while still allowing connection be- 
tween the notebook computer and other computer pe- 
ripherals. The present invention satisfies that need by 
providing a secure, compact hardware key using a sim- 
- pie. rugged, two-piece Integrated insulator structure and 

20 a unique interrupt pin design. Each insulator piece pro- 
vides a double layer insulator body for protection from 
tampering, insulator areas for electrically isolating the 
plurality of I/O connector pins, and a circuit board sup- 
port portion for securely mounting the circuit board as- 

25 sembly. Since each insulator piece is an integrated 
structure providing all of the foregoing functionality, the 
hardware key is easy to attach and remove, small, light, 
durable, secure, and easy to manufacture. The compact 
hardware key also includes a coaxially displaced inter- 

30 rupt pin which allows integration of the entire structure 
in one complete compact package. 
[0008] The apparatus comprises a circuit board as- 
sembly with a plurality of apertures operatively coupled 
to a processor tor performing software security routines, 

3S a plurality of pins disposed through the apertures, an 
interrupt pin having a first portion for operative coupling 
with the computer I/O port in a first axis and a second 
pin portion for operative coupling with a peripheral de- 
vice in the first axis, wherein the second interrupt pin is 

40 communicatively coupled to the male portion via the 
processor in accordance with software security rou- 
tines. 

BRIEF DESCRIPTION OF THE DFIAWINGS 

45 

[0009] Throughout the following, reference numerals 
will be used in the drawings, and like reference numerals 
will be used throughout the several views in the descrip- 
tion to describe corresponding parts of embodiments of 
so the invention. 

FIG. 1 is a diagram showing use of the compact 
transparent dongle device with a laptop computer; 
FIG. 2 is a perspective view of the compact trans- 
ss parent dongle device; 

FIG. 3 is top cutaway view of the compact transpar- 
ent dongle device; 

FIG. 4 is a front view of one portion of the compact 
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transparent dongle device; 

FIG. 5 is a front view of a second portion of the conn- 
pact transparent dongle device; 
FIG. 6 is a cutaway side view of one embodiment 
of the compacl transparent dongle device; 5 
FIG. 7 is a cutaway side view of another embodi- 
ment of the compact transparent dongle device; 
FIG. 8 is a perspective view ot the circuit board and 
pins of the compact transparent dongle device; 
FIG. 9 is an inside view of one of the insulators of 
the present invention showing a slot for stabilizing 
the interrupt pin; 

FIG. 10 is a flow chart illustrating the method steps 
performed in assembling the compact transparent 
dongle device; 

FIG. 11 is a flow chart illustrating the method steps 
performed to affix the first insulator portion to the 
second insulator portion; and 
FIG. 1 2 is a side view ot another embodiment of the 
compact transparent dongle device. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODir^ENT 

[0010] FIG. 1 is a diagram showing an overview of the 
present invention. Computer 102 is used to execute 
software routines in response to user commands. Com- 
puter 102 typically comprises a display for presenting 
input and output information to the user, a electronic ran- 
dom access memory (RAM) for electronically storing 
computer instructions and data, a processor for execut- 
ing computer instructions, a hard disk drive for non-vol- 
atile storage of computer instructions and data, and a 
floppy disk drive lor accepting instructions and/or data 
from a floppy disk 1 14. Computer 102 may also com- 
prise a read only memory (ROM) device for reading me- 
dia such as compact disk ROMs (CDROMs). 
[0011] Computer 102 also comprises an I/O port 104, 
which allows communication between the computer 1 02 
and peripheral devices such as printer 110 via connect- 
ing cable 112. I/O port 104typically comprises a plurality 
of computer I/O port apertures 105, which contain con- 
nectors which become electrically coupled with suitably 
configured connectors inserted therein. In one embodi- 
ment, the I/O port apertures 105 contain female connec- 
tors, and electrical connection is accomplished with the 
user of male pins. Surrounding the apertures 105. is 
computer I/O port cladding, or D-shell 107, which as- 
sures proper mating orientation between the computer 
I/O port 1 04 and connectors from the peripheral devices, 
and reduces electro-magnetic interference. Peripheral 
device connectors may also be secured to the computer 
I/O port 104 via threaded apertures 106. which are 
adapted to securely accept affixing screws from the pe- 
ripherals. 

[0012] FIG. 2 is a perspective view of the hardware 
key 108. The hardware key 108 comprises a first D-shell 
206, which is adapted to be received by a peripheral de- 



vice, and a second D-shell 208, which is adapted for in- 
sertion with the computer I/O port 104 to assure proper 
orientation and connection between the hardware key 
elements and the computer I/O port 1 04. The hardware 
key 108 also comprises attachment screws 214 for at- 
tachment to the computer I/O port 104. The hardware 
key 108 is transparent In the sense that even when at- 
tached to the computer I/O port 104, the hardware key 
108 presents an I/O port to which computer peripherals, 
such as printer 110 may be coupled. Gripping surtace 
216 aids in removal of the hardware key 108 from the 
computer. 

[0013] FIGs. 3. 4, 5. and 6 present various cutaway 
and disassembled views of the hardware key 108 with 
FIG. 3 showing a top cutaway view of the hardware key 
108, FIG. 4 presenting a front view of the first insulator 
portion 202 of the hardware key 108. FIG. 5 presenting 
a front view of the second insulator portion 204 of the 
hardware key 108, and FIG. 6 showing a cutaway side 
view of the hardware key 108. The hardware key 108 
comprises a circuit board assembly 314 having a plural- 
ity of apertures 316 and 317 which are operatively cou- 
pled to a processor 31 8 via conductive paths 402 in the 
circuit board assembly 314. The processor 31 B per- 
forms software security routines to prevent unauthor- 
ized access to software executing on the computer 1 02. 
A plurality of pins 302 are disposed through the aper- 
tures 316 in the circuit board assembly 314 to provide 
electrical communication between the computer I/O port 
104 and the processor 318. Pins 302 are typically one 
piece structures which comprise a first pin portion 304 
for operative coupling with the computer I/O port 104, 
and a second pin portion 306, for operative coupling with 
a peripheral device such as printer 110. In the illustrated 
embodiment, first pin portions 304 are male, and second 
pin portions 306 are female. Pins 302 can be press-fit 
into the apertures 316 so as to contact pads or vias at 
the apertures 316 to provide electrical communication 
with the circuit board assembly 314. In the illustrated 
embodiment, pins 302 are one-piece structures fomned 
of folded conductive metal, and the processor 31 8 is ori- 
ented perpendicular to the pins 302. 
[0014] The hardware key 10B also comprises an in- 
terrupt pin 311 , which comprises a interrupt pin first por- 
tion 306 adapted for operative coupling with the compu- 
ter I/O port 104 in first axis 312, and a interrupt pin sec- 
ond portion 310 adapted for operative coupling with pe- 
ripherals such as printer 110 in first axis 312. The inter- 
rupt pin second portion 310 is normally electrically iso- 
lated from the interrupt pin first portion 308, but the in- 
terrupt pin first portion 308 and the interrupt pin second 
portion 310 may he communicatively coupled via the 
processor 31 6 in accordance with software security rou- 
tines enforced by instructions performed in the proces- 
sor 318. In the illustrated embodiment, interrupt pin first 
portion 308 and interrupt pin second portion 310 are 
structurally separate entities, but need not be so. For 
example, interrupt pin first portion 308 can be electrically 
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isolated from interrupt pin second portion 310 by an in- 
tegral substantially non-conductive segment. 
[0015] In one embodiment, the interrupt pin carries 
the peripheral "busy" signal. When instructions imple- 
menting the software security routines are not active, 
the processor 31 8 provides communicative coupling be- 
tween the interrupt first pin portion 308 and the interrupt 
pin second portion 310, allowing communication be- 
tween the computer 102 and the peripheral 110 in the 
usual manner. When software security routines are ac- 
tive, the 'busy' signal is intercepted, and used to pass 
data used to enforce software security between the 
hardware key 106 and the computer 102. Interrupt pin 
311 could be used for other purposes as well. Further, 
in some aspects, the present invention can be practiced 
without the use of the interrupt pin 311 . 
[0016] Interrupt pin first portion 308 comprises an off- 
set portion 309 offset by a connecting portion 320. The 
" offset pbrt ion 309 Is disposed hbh- coax iaity with the first 
axis 312 and is communicatively coupled to the proces- 
sor 318. In the illustrated embodiment, this is accom- 
plished through an offset portion aperture 406 which, by 
virtue of a pad or via, provides electrical connectivity 
with a circuit board assembly 31 4 trace 408 to the proc- 
essor 318. 

[0017] The hardware key 108 also comprises a first 
insulator 202 and a second insulator 204. First insulator 
202 and second insulator 204 are of a one piece design 
which can be molded or extruded from plastic or other 
material of suitable non -conductivity. First insulator 202 
has a plurality of apertures 21 2 disposed along or par- 
allel to the first axis 31 2. The plurality of second pin por- 
tions 306, which provide electrical communication to pe- 
ripheral devices are disposed in apertures 212. In the 
illustrated embodiment, second pin portions 306 are fe- 
male pin portions, which accept the male pin portions 
from the peripheral connector. First insulator 202 also 
comprises apertures 334 sized to accept first pin por- 
tions 304 therethrough. 

[0018] First insulator 202 also comprises a first body 
portbn 336 which defines a first cavity 404 in which the 
processor 318 is disposed. In one embodiment, the out- 
side surface of the first insulator includes a gripping sur- 
face (such as a ridged or serrated surface) which per- 
mits easier removal of the hardware key 108 from the 
computer I/O port 104. The extended first body portion 
336 provides a secure, one piece gripping surface for 
removing the hardware key 108. 
[001 9] First insulator 202 also comprises a ledge 324 
tor supporting the circuit board assembly 314. The ledge 
324 offsets the circuit board assembly 314 from the in- 
terior first cavity 404 walls, and when the second insu- 
lator 204 is inserted into the first cavity 404 of the first 
insulator 202, securely holds the circuit board assembly 
31 4 in place. First insulator also comprises first insulator 
attachment apertures 326 for accepting the threaded 
portbn 340 of attachment screws 214. This allows the 
hardware key 108 to be affixed to the computer I/O port 



104 by rotatably inserting the attachment screws 214 
into the threaded apertures 106. 
[0020] Second insulator 204 comprises a plurality of 
second insulator apertures 332 disposed parallel to the 
5 first axis 312, through which the first pin portions 304 
and the first interrupt pin portion 308 are disposed. The 
second insulator 204 may include a body portion 338. 
These body portions 338, in conjunction with the first 
insulator 202 ledge 324 provide a circuit board support- 
10 ing portion therebetween, when the first insulator 202 
and the second insulator 204 are assembled. Using the 
foregoing teaching, other embodiments using insulators 
202 and 204 may be realized in which body portion 338 
and ledge 324 cooperatively interact to secure the circuit 
t5 board assembly 314 in place. 

[0021] Body portions 338 may, as in the illustrated 
embodiment, define a second cavity 502. Furtfier. the 
body portions 33X and other dimensions of the second 
insulator 204 may also be selected to allow mating in- 
20 sertion with the first insulator 204. so as to form enclosed 
cavity 330. To further enhance security, enctosed cavity 
330 may be filled with an epoxy or other substance to 
prevent access to the processor 31 6 or irreparably dam- 
age the processor so that the algorithnr>s implemented 
ss therein cannot be ascertained by inspection or testing. 
Second insulator 204 also comprises a second insulator 
attachment apertures 32B for accepting attachment 
screws 314. 

[0022] First insulator D-shelt 206, which is sized and 
30 shaped to mate with a D-shell from the peripheral con- 
nector 112, is affixed to the first insulator 202. In the il- 
lustrated embodiment, first insulator D-shell 206 com- 
prises a section perpendicular to the first axis which fa- 
cilitate attachment to the first insulator 202, and extends 
35 with a portion having first D-shsIl apertures 350 to aid 
in holding the first insulator D-shell 206 to the first insu- 
lator 202. Similarly, second insulator D-shell 208, which 
is sized and shaped to mate with computer I/O D-shell 

107 is affixed to the second insulator 204 in the same 
40 way. When assembled, first insulator apertures 326, 

second insulator apertures 328, first insulator D-shell 
apertures 350 and second insulator D-shell apertures 
352 form a first and second attachment aperture for the 
assembled hardware key 108, allowing insertion of at- 
-*£ tachment screws 214, and in one embodiment, affixing 
rivets 21 5 that hold the elements of the hardware key 

108 together Affixing rivets 215 are also normally hot- 
low, to allow insertion of attachment screws 214. 
[0023] FIG. 7 is a cutaway view of another embodi- 

so ment of the present invention. As can be seen from the 
illustration, the application ot pressure in the suitable di- 
rection may urge interrupt pin first portion 308 into phys- 
ical (and consequently, electrical) contact with the inter- 
rupt pin second portion 310. To prevent this from occur- 

ss ring under undesirable circumstances, second insulator 
portion 204 in the embodiment shown in FIG, 7 compris- 
es a second insulator shell 702. The second insulator 
shelf 702 forms a structure which, in conjunction with 
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the support provided by aperture 332 inhibits contact be- 
tween the interrupt pin first portion 306 and the interrupt 
pin second portion 310. even upon the application of 
compressive torce along the axis of the interrupt pin first 
portion 306. An illustrative embodinnent of this feature is 
further discussed below with reference to FIGs. 8 and 9. 
[0024] FIG. B shows a perspective view of the circuit 
board assembly 314 of the present invention, showing 
one embodiment of the interrupt pin first portion 308 and 
second portion 3^ 0 as well as pin 302 and its associated 
components. As described earlier, the circuit board as- 
sembly 314 comprises a number o1 apertures 316, 317 
which provide electrical communication with the proc- 
essor 318. 

[0025] Pins 302 comprise a first portion 304 and a 
second portion 306. and are inserted into apertures 316 
to effect electrical communication between the pins 302 
and the processor 316. In one embodiment, electrical 
communication between the pins 302 and the circuit 
board assembly 314 is achieved by center pin portion 
802. In one embodiment, pins 302 are formed of rolled 
spring metal with a slightly greater average diameter 
than apertures 316. thereby providing for a press-fit be- 
tween the aperture 316 and the pin 302 to secure the 
pin 302 in the aperture and establish electrical commu- 
nication between the pin 302 and the processor 318. 
The same technique can also be used to assure ade- 
quate physical contact between the pin first portion 304 
and the electrical contacts in the computer I/O port ap- 
ertures 1 05 and between the pin second portion 305 and 
attached peripheral devices. 

[0026] In one embodiment of the invention, interrupt 
pin first portion 308 comprises an offset portion 309, 
which is inserted into offset circuit board aperture 317, 
and a connecting portion 320. In the illustrated embod- 
iment, connecting portion 320 is substantially planar and 
hs longer dimensions are oriented along the longitudinal 
axis of the first interrupt pin portion. Thus, connecting 
portion 320 resists bending moments applied in the lon- 
gitudinal axis of the first interrupt pin portion 308 and 
prevents contact between the interrupt pin first portion 
308 and the interrupt pin second portion 310. 
[0027] FIG. 9 shows a further embodiment of the 
present invention, which provides further stabilization of 
the interrupt pin first portion 306 to prevent electrical or 
physical contact with the interrupt pin second portion 
310. In this embodiment, the second insulator portion 
204 comprises a slot 902 configured to accept and re- 
strict bending movement of the interrupt pin connecting 
portion 320, thereby impeding movement of the interrupt 
pin first portion 306 along its longitudinal axis. To assist 
in assembly, second insulator portion 204 may comprise 
guide surfaces 904 to urge the interrupt pin connecting 
portion 320 into the slot 902. The stabilizing influence 
of the slot 902 is further enhanced by location adjacent 
one of the second insulator apertures 332, thus cooper- 
atively using the bottom surface within the second insu- 
lator aperture 906 to help resist pin movement in the 



downward direction, and other unwanted motion. Slot 
902 could also be implemented in different shapes than 
those illustrated, so long as slot 902 restrains movement 
of the interrupt pin first portion 308 from unwanted 

s movement. 

[0028] FIG. 10 presents a flow chart illustrating the 
method steps pertonmed in assembling the compact 
transparent hardware key 108. The process begins by 
inserting 1002 a plurality of pins with first pin portions 

^o and second pin portions into associated apertures in the 
circuit board assembly 314. Next, second pin portions 
are inserted 1004 into an associated plurality of first in- 
sulator portion 202 apertures 212. Next, the first pin por- 
tions into an associated plurality of second insulator ap- 

15 ertures 332. Finally, the first insulator 202 is affixed 1 008 
to the second insulator 204. Of course, the steps per- 
formed before affixing the first insulator 202 to the sec- 
ond insulator 204 with the circuit board assembly 314 
Inside could be done in different order. For example, the 

20 first pin portions can be inserted into the associated plu- 
rality of second insulator apertures 332 before the sec- 
ond pin portions are inserted into the first Insulator por- 
tion apertures 212. In embodiments using an interrupt 
pin 311 segmented into a physically separate interrupt 

25 pin first portion 308 and interrupt pin second portion 31 0, 
these portions are inserted into associated apertures in 
the circuit board assembly 314, as denoted at 317 and 
316 in FIG. 3. 

[0029] FIG. 11 presents a flow chart illustrating the 

30 steps practiced to affix the first insulator 202 to the sec- 
ond insulator 204. First, a first insulator D-shell 206 is 
disposed 1 1 02 about the first pin portions and across an 
outer surtace of the first insulator 202. Next, a second 
insulator D-shell 208 is disposed 1 004 about the second 

35 pin portions and across an outer surface of the second 
insulator 204. Then, a first rivet 215 is passed through 
one of the second insulator D-shell apertures 352, then 
through the second insulator attachment aperture 328, 
then through the first insulator attachment aperture 326, 

40 and through the first D-shell attachment aperture 350, 
and affixed 1 006. A second rivet similar to first rivet 21 5 
is affixed 1006 in the same manner through the remain- 
ing second D-«hell second attachment aperture 352, the 
first D-shell second attachment aperture 350, the sec- 

45 ond Insulator second attachment aperture 328, and the 
first insulator second attachment aperture 326. 
[0030] FIG. 12 presents a side view of another em- 
bodiment of the present invention, showing the use of a 
rivet 215 to secure the elements of the compact trans- 

50 parent hardware key 108 device together. Rivet 215 
comprises a rivet shaft 1200 with a depressed portion 
1202, which extends to within the interior of the rivet. 
The depth and/or other physical characteristics of the 
depressed portion 1202 are selected to releasably con- 

55 strain the attachment screw 214 within the rivet 215. In 
one embodiment, the depth of the depressed portion 
1202 is sufficient to render the interior diameter of the 
rivet shaft 1200 at that point to be less than the outer 
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diameter of the threaded portion 310 ot the attachment 
screw 214, but greater than the inner diameter ot the 
threaded portion. In this embodiment, the attachment 
screw 214 cannot be easily pulled from the rivet shaft 
1200 interior, but can be removed with an unscrewing 
motion. In one embodiment, rivet 215 is tormed of metal 
rolled into the rivet's final shape, and depressed portion 
1202 is tormed by stamping before rolling the metal sur- 
face to fonm the rivet 215. 

[0031] in one embodiment, attachment screw 21 4 in- 
cludes a head with an interiorthread 1 208 so configured 
to accept threaded screws to attach other devices to the 
hardware key 108 Notch 1206 configured to accept a 
screwdriver-like device and face surfaces 1206 further 
facilitate removal. 

[0032] The foregoing description of the preferred em- 
bodiment of the invention has been presented for the 
purposes of illustration and description. It is not intended 
to be exhaustive or to limit the Invention to the precise 
form disclosed. Many modifications and variations are 
possible in light of the above teaching. It is intended that 
the scope of the invention be limited not by this detailed 
description, but rather by the claims appended hereto. 

CONCLUSION 

[0033] This concludes the description ot the preferred 
embodiment of the invention. In summary, the present 
invention provides a compact, transparent hardware 
key using a simple two-piece integrated insulator struc- 
ture and a unique interrupt pin design. The apparatus 
comprises a circuit board assembly with a plurality ot 
apertures operative ly coupled to a processor for per- 
forming software security routines, a plurality of pins dis- 
posed through the apertures, an interrupt pin having a 
first portion for operative coupling with the computer 1/ 
O port in a first axis and a second pin portion for oper- 
ative coupling with a peripheral device in the first axis, 
wherein the second interrupt pin is communicatively 
coupled to the male portion via the processor in accord- 
ance with software security routines. 



Claims 

1. An apparatus for preventing unauthorized use ot 
software executable on a computer having an I/O 
port, comprising: 

a circuit board assembly having a plurality of 
apertures therethrough, the apertures opera- 
tively coupled to a processor for pertorming 
software security routines; 
a plurality of pins disposed through the aper- 
tures to provide electrical communication be- 
tween the computer I/O port and the processor, 
each pin having a first pin portion adapted for 
operative coupling with the I/O port, and a sec- 



ond pin portbn adapted for operative coupling 
with a peripheral device; 
an interrupt pin. having an interrupt pin first por- 
tion adapted for operative coupling with the I/O 
5 port in a first axis, and an interrupt pin second 

portion electrically isolated from the interrupt 
pin first portion and adapted for operative cou- 
pling with the peripheral device in the first axis; 
and 

10 wherein the second interrupt pin portion is com- 

municatively coupled to the male portion via the 
processor in accordance with the software se- 
curity routines. 

IS a. The apparatus of claim 1 , further comprising: 



a first insulator having a plurality of first insula- 
tor apertures disposed substantially parallel to 
the first axis for accepting the plurality of sec- 
ond pin portions and the second interrupt pin 
portion; 

a second insulator having a plurality of second 
insulator apertures disposed substantially par- 
allel to the first axis for accepting a plurality of 
first pin portions and the first interrupt pin por- 
tion; and 

wherein the first and the second insulator form 
a circuit board supporting portion therebe- 
tween. 
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3. The apparatus of claim 2. further comprising: 

a first attachment aperture and a second at- 
tachment aperture, each attachment aperture 
configured to accept a screw adapted for inser- 
tion into an connputer I/O port threaded aper- 
ture; and 

a rivet disposed through the first attachment ap- 
erture. 

4. The apparatus of claim 3, further comprising: 

a first D-shell, disposed about the first pin por- 
tions and extending across an outer surtace of 
the first insulator, the first D-shell comprising a 
first D-shell first attachment aperture coaxial 
with the first attachment aperture and a first D- 
shell second attachment aperture coaxial with 
the second attachment aperture; 
a second D-shell, disposed about the second 
pin portions and extending across an outer sur- 
face of the second insulator, the second D-shell 
comprising a second D-shell first attachment 
aperture coaxial with the first attachment aper- 
ture and a second D-shell second attachment 
aperture coaxial with the second attachment 
aperture; and 

wherein the first insulator, the second insulator, 
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the first D-she!l, and the second D-shell are af- 
fixed together via the rivet. 

. The apparatus of claim 4 above, wherein the rivet 
comprises a depressed portion configured to re- 
leasably constrain an attachment screw configured 
for the computer I/O port threaded aperture within 
the rivet. 

i. The apparatus of claim 5 above, wherein the rivet 
depressed portion is stamped. 

The apparatus ot claim 2, wherein: 

the first insulator further comprises a first body 
portion defining a first cavity therein, the cavity 
comprising a ledge adapted to accept the circuit 
board; and 

the second insulator further comprises a sec- 
ond body the second insulator body portion 
adapted for insertion into the first cavity. 

8. The apparatus of claim 7 above, wherein the circuit 
board is affixed by contact between the first body 
portion and the second body portion. 

9. The apparatus of claim 7 where in the first body por- 
tion and the second body portion define an en- 
closed cavity when the second body portion is mat- 
ed with the First cavity. 

10. The apparatus of claim 7, wherein the first insulator 
body portion further comprises a gripping surface 
on the outer surface of the first insulator body. 

11. The apparatus of claim 1 , wherein the interrupt pin 
first portion comprises an offset portion disposed 
non-coaxial with the first axis, the offset portion op- 
eratively coupled to the interrupt pin first portion and 
operattvely coupled to the processor via the circuit 
board. 

12. The apparatus ot claim 11. wherein: 

the interrupt /pin first portion and the interrupt 
pin offset portion are operatively coupled by an 
interrupt pin connecting portion; and 
wherein the interrupt pin connecting portion is 
comprises a substantially planar portion dis- 
posed along the first axis 

13. The apparatus of claim 12, wherein the first insula- 
tor further comprises a slot configured to accept the 
interrupt pin connecting portion to impede move- 
ment of the interrupt pin first portion along the first 
axis. 

14. The apparatus of claim 13, wherein movement of 



the interrupt pin first portion along the first axis is 
further impeded by cooperative interaction between 
the slot and an adjacent second insulator aperture. 

5 15. The apparatus of claim 1 , wherein the interrupt pin 
carries a busy signal. 

16. The apparatus of claim 1 . wherein the first pin por- 
tion is a male portion and the second pin portion is 

10 a female portion. 

17. The apparatus of claim 1 , wherein each of the plu- 
rality of pins are metallic one piece press fit pins. 

IS 1 8. The apparatus o1 claim 1 . wherein the circuit board 
is oriented substantially perpendicular to the first 
axis. 

19. A method of assennbling an apparatus for provent- 

20 ing unauthorized use of software executable on a 
computer having an I/O port, comprising the steps 
of: 

inserting a plurality of pins into associated ap- 
25 ertures in a circuit board assembly, wherein 

each pin has a first pin portion adapted tor op- 
erative coupling with the I/O port and a second 
pin portion adapted for operative coupling with 
a peripheral device, and the circuit board aper- 
30 tures provide operative coupling between at 

least one of the pins and a processor for per- 
forming software security routines; 
inserting the second pin portions into an asso- 
ciated plurality of first insulator apertures dis- 
ss posed in a first insulator; 

inserting the first pin portions into an associated 
plurality of second insulator apertures; and 
affixing the first insulator to the second insula- 
tor. 

40 

20. The method of claim 19. further comprising the 
steps of: 

inserting an interrupt pin first portion into an as- 
46 sociated interrupt pin first portion aperture in 

the circuit board assembly; and 
inserting an interrupt pin second portion into an 
associated interrupt pin second portion aper- 
ture in the circuit board. 

so 

21. The method of claim 20, wherein the first insulator 
comprises a first insulator first attachment aperture 
and a first insulator second attachment aperture, 
and the second insulator comprises a second insu- 

ss lator first attachment aperture and a second Insula- 
tor second attachment aperture, and the step of af- 
fixing the first insulator to the second insulator com- 
prises the steps of: 
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disposing a first D-shetl about the first pin por- 
tions and across an outer surface ot the first in- 
sulator, the first D-shel! comprising a first D- 
shell first attachnnent aperture and a first D- 
shel! second attachment aperture; ^ 
disposing a second D -she II about the second 
pin portions and across an outer surface of the 
second insulator, the second D-shell compris- 
ing a second D-shell first attachment aperture 
. and a second D-shell second attachment aper- ^o 
ture; 

affixing a first rivet through the first insulator first 
attachment aperture, the second insulator first 
attachment aperture, the first D-shell first at- 
tachment aperture and the second D-shell first 
attachment aperture; and 
affixing a second rivet through the first insulator 
second attachment aperture, the second insu- 
lator second attachment aperture, the first D- 
shell second attachment aperture and the sec- so 
ond D-shell second attachment aperture. 

22. A method ot preventing unauthorized use of soft- 
ware executable on a computer having a computer 
I/O port, comprising the steps of: 

affixing a hardware key to the computer I/O 
port, the hardware key comprising a circuit 
board assembly having a plurality of apertures 
therethrough, the apertures operatively cou- 30 
pled to a processor for performing software se- 
curity routines; a plurality of pins disposed 
through the apertures to provide electrical corr>- 
munication between the computer I/O port and 
the processor, each pin having a first pin portion 35 
adapted for operative coupling with the !/() port, 
and a second pin portion adapted for operative 
coupling with a peripheral device; an interrupt 
pin, having an interrupt pin first portion adapted 
for operative coupling with the I/O port in a first <o 
axis, and an interrupt pin second portion elec- 
trically isolated from the interrupt pin first por- 
tion and adapted for operative coupling with the 
peripheral device in the first axis; wherein the 
second interrupt pin portion is communicatively <^ 
coupled to the male portion via the processor 
in accordance with the software security rou- 
tines; and 

permitting execution of the software only when 
indicated by the software security routines. so 
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FIG. 6 
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FIG. 7 
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FIG. 10 
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INSERTING A PLURALITY OF PINS INTO ASSOCIATED 
APERTURES IN A CIRCUIT BOARD ASSEMBLY 
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INSERTING SECOND PIN PORTIONS INTO AN 
ASSOCIATED PLURALITY OF FIRST INSULATOR 
APERTURES DISPOSED IN A RRST INSULATOR 
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INSERTING RRST PIN PORTIONS INTO AN ASSOCIATED 
PLURALITY OF SECOND INSULATOR APERTURES 
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AFFIXING THE RRST INSULATOR TO 
THE SECOND INSULATOR 



( END ) 
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FIG. 11 





DISPOSING A RRST D-SHELL ABOUT THE RRST PIN 
PORTIONS AND ACROSS AN OUTER SURFACE OF THE 
RRST INSULATOR 










1004 


DISPOSING A SECOND D-SHELL ABOUT THE SECOND PIN PORTIONS 
AND ACROSS AN OUTER SURFACE OF THE SECOND INSULATOR 
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^-1006 


AFHXING A RRST RIVET THROUGH THE FIRST INSULATOR RRST 
ATTACHMENT APERTURE. THE SECOND INSULATOR RRST ATTACHMENT 
APERTURE. THE RRST D-SHELL RRST ATTACHMENT APERTURE AND THE 
SECOND D-SHELL FIRST ATTACHMENT APERTURE 




^1008 
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AFFDCING A SECOND RIVET THROUGH THE FIRST INSULATOR SECOND 
ATTACHMENT APERTURE. THE SECOND INSULATOR SECOND ATTACHMENT 
APERTURE. THE RRST D-SHELL SECOND ATTACHMENT APERTURE AND THE 
SECOND D-SHELL SECOND ATTACHMENT APERTURE 
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